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Soft Error Overview



— Numbers, Numbers, Numbers

° Permanent Failures Reliability FIT < 20FIT
®* Soft Error Rate: Known greater than 100 or 1000 per Mb (

* Hostile Universe (Veritasium Video) N
« Server: Google, Sun, EMC el e e
« HPE Soft Error, Dell Soft Error, OCP Gemini SDC ey
 Avionics: 2008 Airbus A330, 2025 6,000 A320 Recall L — '
 Evoting: Belgium evoting
 Telecom: HuaweiES3000, CiscoASR9000, [TU-T K. 130%
 Automotive:

 Standards

 AEC-QI100 mandate on 1Mb SRAM/DRAM
« [S026262 mandates on transient faults
* Misconception: SER isn’t always transient 152
 Toyota Unintentional Acceleration ¥ o I
 Imagine recalling 20 years of products [ ]
« Takata airbag , Arc Automotive . oine T M ol
 Taiwan Gogoro Battery Problem

1,000 DPPM 2,000 DPPM 750 DPPM 1,250 DPPM 1,000 DPPM
e Xiao Mi SU7 (Is ADAS immune?) Sﬁs

364

292

Mumber of SDCs Per Day

a
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https://www.youtube.com/watch?v=AaZ_RSt0KP8
https://www.youtube.com/watch?v=AaZ_RSt0KP8
https://www.youtube.com/watch?v=AaZ_RSt0KP8
https://www.youtube.com/watch?v=AaZ_RSt0KP8
https://www.youtube.com/watch?v=AaZ_RSt0KP8
https://www.youtube.com/watch?v=AaZ_RSt0KP8
https://www.theregister.com/2001/03/07/sun_suffers_ultrasparc_ii_cache/
https://www.hpe.com/us/en/search-results.html?q=Soft+error&autocomplete=0&page=1
https://www.hpe.com/us/en/search-results.html?q=Soft+error&autocomplete=0&page=1
https://www.dell.com/support/kbdoc/zh-tw/000193664/dell-unity-%E7%94%B1%E6%96%BC-dlfh-%E6%8E%92%E6%B8%85%E5%A4%B1%E6%95%97-%E5%B0%8E%E8%87%B4-lun-%E6%88%96%E6%AA%94%E6%A1%88%E7%B3%BB%E7%B5%B1%E9%9B%A2%E7%B7%9A-dell-%E5%8F%AF%E4%BF%AE%E6%AD%A3
https://en.wikipedia.org/wiki/Qantas_Flight_72
https://www.cnbc.com/2025/11/29/airbus-recall-disrupts-global-travel-a320-jets-grounded-glitch-linked-solar-flares.html
https://en.wikipedia.org/wiki/Electronic_voting_in_Belgium#:~:text=The%20official%20explanation%20was%20%22the,system%20did%20not%20protect%20against.
https://en.wikipedia.org/wiki/Electronic_voting_in_Belgium#:~:text=The%20official%20explanation%20was%20%22the,system%20did%20not%20protect%20against.
https://support.huawei.com/enterprise/de/knowledge/EKB1000085293
https://www.networkworld.com/article/3122864/cisco-says-router-bug-could-be-result-of-cosmic-radiation-seriously.html
https://www.intertekinform.com/en-au/standards/itu-t-k-130-01-22--1220826_saig_itu_itu_3101982/?srsltid=AfmBOook70yFC0-jytQW4U6IVLjHOTE9pP2ae5Ff4IDZH8eEiIIQeZ1Y
https://www.intertekinform.com/en-au/standards/itu-t-k-130-01-22--1220826_saig_itu_itu_3101982/?srsltid=AfmBOook70yFC0-jytQW4U6IVLjHOTE9pP2ae5Ff4IDZH8eEiIIQeZ1Y
https://www.intertekinform.com/en-au/standards/itu-t-k-130-01-22--1220826_saig_itu_itu_3101982/?srsltid=AfmBOook70yFC0-jytQW4U6IVLjHOTE9pP2ae5Ff4IDZH8eEiIIQeZ1Y
about:blank
about:blank
https://en.wikipedia.org/wiki/Takata_Corporation#:~:text=On%20June%2025%2C%202017%2C%20Takata,was%20possible%20for%20its%20survival.
https://en.wikipedia.org/wiki/Takata_Corporation#:~:text=On%20June%2025%2C%202017%2C%20Takata,was%20possible%20for%20its%20survival.
https://www.bbc.com/news/world-us-canada-65578475
https://www.bbc.com/zhongwen/articles/c2lz9nq7eneo/trad
https://www.bbc.com/zhongwen/articles/c2lz9nq7eneo/trad

— Inherent SDC Vulnerable Structure of Al

+Inherent Vulnerable Structure of Al Neutron
« Layered, non-deterministic, and parallelized

« Errors in (MMA) MAC -> Divergence in gradient descent -> Math
contagion that halts training cluster or corrupts inference outputs
that evades standard correctness check.

» Advance process node

* Lower Vyp (Qcgit): More vulnerable to soft errors (less energy
needed)

* Denser volume = worse multiple bits errors = failures of SECDED
ECC -> ECC aliasing -> SDC

* Known IC architecture problems
« MCU/CPU: incorrect output, SEFI

« MAC: stuck errors

- HBM: Multiple days unattended runs of training with MBU
- Etc.



— How Is SDC Manifested in Al Applications?

-,

+Interrupted job, halted computation, freeze: ( ﬁju:g;ﬂ\‘;
. . . > \“' "'/ &
* Possible Causes: SDC in MCU i-cache, program ng;;.:;f T
counter, etc. — O~ ;”":T'_mz_,, /
. .ﬁgl"a;.l]l :urrcctr:l:l corraction .-'nn Ilrje:['::rﬁ;:on
« Relatively easy to correct and correct (reset/power R S R
cycle) ( _*“?.:‘lfcﬂ“"fl“m D) \,__5_‘“?‘5:.15’:55‘"’;__;:
ye no” yes,
 Probability tends to be low — ’?\ T — 1
. . . . . [\Eﬂlu]l nuurruff.l 4} SDC lﬁ) false DUE‘ %@ true DU%
4+ Incorrect numerical activations, Hallucinations, Low- I
1 1 1 Figure 1: Classification of the possible outcomes of a faulty bit in a microprocessor. SDC = silent
qua“ty or garbled reas_o_nlng’ Inva“d or NaN (nOt a ’ data corruition. DUE = detected unr‘e:ouerable ermfﬁ]
number) token probability, Crashes or failed inference,
etC ° Error-free Error-impacted Difference

* Possible Causes: SDC in HBM, MMA. Faults in
parameters (weights).

- Hard to detect or identify error location (origin) W
« Higher probability

After 15t conv layer

EanESEE
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mput e
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+Parameter Vulnerability Factor (AVF version to evaluate f;:},,g,;%g

Al) SR

ELARENS

s 33T ol
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APWR R y

Figure T: Flipping a random bit of one parameter in the 1st convolution (conv) layer in ResNet-18 drastically alters the
model’s output.



— Robotics Accidents

= Video: Unintentional Arm Fling

= News:
» Unintentional Arm Control
e 2023 North Korea Robotic Arm Accident
« 2023 Tesla Kuka Robotic Arm Accident

HR > HI
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https://haokan.baidu.com/v?pd=wisenatural&vid=8319649513427574611
https://tw.news.yahoo.com/%E9%81%95%E5%8F%8D%E6%8C%87%E4%BB%A4-%E4%BA%BA%E5%9E%8B%E6%A9%9F%E5%99%A8%E4%BA%BA%E7%AA%81%E5%A4%B1%E6%8E%A7%E6%94%BB%E6%93%8A%E4%B8%AD%E5%9C%8B%E5%B7%A5%E7%A8%8B%E5%B8%AB-114800308.html
https://tw.news.yahoo.com/%E9%81%95%E5%8F%8D%E6%8C%87%E4%BB%A4-%E4%BA%BA%E5%9E%8B%E6%A9%9F%E5%99%A8%E4%BA%BA%E7%AA%81%E5%A4%B1%E6%8E%A7%E6%94%BB%E6%93%8A%E4%B8%AD%E5%9C%8B%E5%B7%A5%E7%A8%8B%E5%B8%AB-114800308.html
https://www.cbsnews.com/news/industrial-robot-crushes-worker-dead-south-korea/
https://www.cbsnews.com/news/industrial-robot-crushes-worker-dead-south-korea/
https://www.indiatoday.in/technology/news/story/elon-musk-tesla-factory-robot-attacked-engineer-and-left-him-bleeding-raising-safety-concerns-2481412-2023-12-28
https://www.indiatoday.in/technology/news/story/elon-musk-tesla-factory-robot-attacked-engineer-and-left-him-bleeding-raising-safety-concerns-2481412-2023-12-28
https://www.indiatoday.in/technology/news/story/elon-musk-tesla-factory-robot-attacked-engineer-and-left-him-bleeding-raising-safety-concerns-2481412-2023-12-28

Eyota — ECC — MBU? Interleaved?

Carnegie Mellon

Toyota 2008 ETCS - Two CPUs
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Carnegie Mellon

Did NASA Have Correct & Complete Information?

« The ESP-B2 Monitor Chip has software in it

* But NASA does not analyze ESP-B2 software in its reports —
analysis is limited to Main CPU software.

* NASA credited Error Correcting Codes in RAM for 2005MY::

The Main and Sub-CPUs use two types of memory: non-volatile ROM for software code and
volatile Static Ram (SRAM). The SRAM is protected by a single error detect and correct and a
double error detect hardware function performed by error detection and correction (EDAC)
logic, [NASA REPORT P. 54]

* Apparently because Toyota told NASA it had EDAC (ECC)
[Bookout 2013-10-14PM 83:19-84:25]

* Exponent public report claims ECC for Main CPU [p. 201]
*  Only claims SEC, not SECMED

« But, actually no EDAC on RAM for 2005MY vehicle
[Bookout 2013-10-11 AM 55:22-25: 2013-10-14 AM 72:5-73:11; 2013-10-14AM
78:16-79:17]

(() Electrical & Computer
ENGINEER NG 10

@ Copyright 2014, Philip Koopman. CC Attribution 4.0 Internafional license.




— SERis just FUD, | Can Safely Ignore It

= Tier-1/OEM Customer Types
« Don’t know and don’t care about SER
« Paper work only -> Submit your reports and you're good
e Guru -> Will catch you if you reports seems out of line~
= SER can be powerful marketing and sales weapon

« When power, performance, features, price, etc. aren’t differentiating
factors and your competitors sales rep is smoking hot...

* Here comes SER to save the say
* Accelerated results numbers takes 3~6+ months
* It’s probability -> Only your tier-1 accounts will notice it
 |If you don’t care, there’ll be no R&D or QA requirements
« The questions isn’t if | have the problem, it's how bad

* When your customer identified it's your problem, it’s too late

= If you hit the jackpot...




M_arketing FUD

= When competitor tested your part, how would you respond? Can you respond?




AEC-Q SER Requirements



Appendix 6 - Part Design Criteria to Determine Need for SER Testing

A6.1 SER Part Design Criteria

Use the following criteria to determine if a part is a candidate for SER Testing:

a. The part use application will have a significant radiation exposure such as an aviation application or extended service life at
higher altitudes.

b. SER testing is needed for devices with large numbers of SRAM or DRAM cells (1 Mbit). For example: Since the SER rates
for a 130 nm technology are typically near 1000 FIT/MBIT, a device with only 1,000 SRAM cells will result in an SER
contribution of ~1 FIT.

A6.2 SER Part Design Factors
Examples of factors that would be expected to affect SER results:
a. Technology shrink to small L effective.
b. Package mold/encapsulate material.
c. Bump material making die to package connections for Flip Chip package applications.

d. Mitigating factors such as implementation of Error Correcting Code (ECC) and Soft Error Detection (SED).
A6.3 New SER Testing
Cases where new SER testing may be required:

a. Change in basic SRAM/DRAM transistor cell structure (e.g., Leff, well depth and dopant concentration,

isolation method) SGS



AEC Q100

Table 2: Qualification Test Methods (continued)

TEST GROUP E - ELECTRICAL VERIFICATION TESTS (CONTINUED)

SAMPLE NUMBER ACCEPT TEST
STRESS ABV # NOTES SIZE/ LOT OF LOTS CRITERIA METHOD ADDITIONAL REQUIREMENTS
H, P, B, . AEC See attached procedure for details on how to perform the test.
Latch-Up LU E4 D, F 3 L 0 Fails Q100-004 TEST before and after LU at room and hot temperature.
HPB Where AEC Supplier and user to mutually agree upon electrical
Electrical Distributions ED E5 ' F’ ’ 30 3 applicable, Q100-009 parameters to be measured and accept criteria. TEST at
= Cek =167 AEC Q003 room, hot, and cold temperature.
AEC
Q100-007 AEC
Fault Grading FG E6 — - -- unless Q100-007 For production testing, see Q100-007 for test requirements.
otherwise
specified
Characterization CHAR EY — — — — AEC Q003 To be performed on new technologies and part families.

. See Appendix 5 for guidelines on determining the applicability
Electromagnetic EMC E9 1 1 ngéjt]i;?ezf of this test to the device to be qualified. This test and its accept
Compatibilit - o o criteria is performed per agreement between user and supplier

P y E

missions on a case-by-case basis.
) . Applicable to all smart power devices. This test and
Short Circuit sc E10 DG 10 3 0 Fails AEC statistical evaluation (see Section 4 of Q100-012) shall be
Characterization : Q100-012 performed per agreement between user and supplier on a

case-by-case basis.
JEDEC | Applicable to devices with memory sizes =1Mbit SRAM or
Un-accelerated: | pRAM based cells. Either test option (un-accelerated or
HPD JESD89-1 accelerated) can be performed, in accordance to the
Soft Error Rate SER E11 ’ GI ’ 3 1 — or referenced specifications. This test and its accept criteria is
Accelerated: performed per agreement between user and supplier on a
JESDB9-? & case-by-case basis. Final test report shall include detailed test
JESD89-3 facility location and altitude data.

Applicable to ALL Pb-free devices. MNote the
Lead (Pb) Free LF E12 L SﬁztthdSt Sﬁ;ggjt SﬁztthdSt AEC Q005 recommendations for all related solderability, solder heat

resistance and whisker requirements.




AEC Q100

Note: A letter or "e" indicates that performance of that stress test should be considered for the appropriate process change. Reason for not performing a considered

test should be given in the qualification plan or resulis.

Table 2 Test #
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AEC-Q Current Limitation



— Same JESDS89B test, Significant Different Results

Tests performed in accordance to JESD89B

e Same R5 MCU

- Different Test design programs

 FFT vs AES vs simple mem writes
« ~10° difference in FIT

Comparison of different MCUs
« 5X different results
- NSEU FIT (1MB):
« 1,086 ~ 5,431
» Parts offer 256KB ~ 4MB options
SEFI observed! But not required to report
Only SRAM and DRAM are mentioned
» See next slide on flash results

UNCLASSIFIED

Part

SEU Bit Cross Section

| microcontroller

microcontroller
| microcontroller

| microcontroller

5 x 10~ cm?/bit
1 x 10~ cm?/bit
1 x 10~ cm?/bit
1 x 10=14 cm?/bit

SGS




— Memories FIT — Accelerated Test Data on Flash

. ] # of tested : S 2 cell FIT per Gbit
Mamufacturer  Amray size Technology devices Logic level cross section (cm’) (without ECC)
00 8.53x10™"° 11.9
01 18 323
A <Cbit FG NAND. MLC y 2.31:-;1=:|_1g
65nm 10 0.61x10 13.5
11 4.14x10™ 0.1
00 353x107® 502
FG NAND, MLC 01 3.33x10™ 46.6
B 8Ghit : 13 )
90nm 10 3.82x107" 0.5
11 4 14x10~! 0.1
00 430x10™° 60.2
- -1%8 3%
B bt FG NAND, MLC . 01 4.45x10" 62.2
65nm 10 3.55x107° 0.5
11 0 0.0
B 4Gbit FG NAND, SLC 13 00 101x10™t 0.0
65nm i
00 1.12x107" 1575
-13
C SGbit FGNAND, MLC 4 01 79410 111.2
70nm 10 0.04x10~ 14
11 0 0.0
D SPoMbit  amde “;ppmgh‘ﬁ‘]m g 0 721x10™ 10.1




— SRAM is Weaker than ASICS?

O f == f @ - Arty Board tested at NARI
1 . 7A100T: ~183,637,824* transistors
T | e aa « FT2232: ~ 2,000,000** transistors

= Failure modes
P ¥ T T T  7A100T: All failures can be recovered and

through USB Ui Eeshhs)  EEESEY © WRieRd . Uesevd i (—

- mitigated via design
., « FT2232: SEFI observed. Require power cycling

= It's not the technology, it’s if you have done
something about it!




Product LANSCE Neutron Cross- ATMb (Thermal FITiMb (Alpha

FITIMb  [Real-Time Soft

— Process Variation

+ Accelerated test prediction
« JESD89B (Neutron & Alpha)
« AMD (Xilinx) UG116
+Environmental prediction

Rossetta Test

+1n 1998, SEU ~20% of all “could-not-
duplicate” errors

+Intel/Cisco/TI/Xilinx, etc. all have dedicated
team performing tests

90 nm

50 nm

90 nm

65 nm

45 nm

40 nm

28 nm

28 nm

20 nm

16 nm

7 nm

Fami Section per Bit MNeutrons) Error Rate Per Event] -
Virtex 4 1.55 % 10714 +18% +11%
Sparian 3 240 %10 +18% 190 —50%
+30%
Spartan 3E, 1.3 x 10 £18% 104 —30%
Spartan 34
paran +90%
Virtex 5 6.70x10 *158% 165 —13%
+15%
Sparian & 1.00 x 10714 +18% 21 —11% 23 -50% 177 —10%
+13% FOII +100% +11%
Virtex & 126 x 107 £18% 07 ~11% T —45% 105 —10%
+13% ) +07% +1%
Arlix 7, 6.99x 1078 £18% 29 —10% 50 —34% T4 —5%
Spartan 7, +10% +56% +9%
and Zyng
7000 Foil 28nm
Kintex 7and = 5.69x 1073 £18% 11 —15% 50 —34% 40 —17%
Virtex 7
e +18% +56% 21%
UltraScale | 2.55x 108 +18% 0.5 -13% g9 —54% 32 —10%
+16% +374% +12%
UltraScale+ = 267 x 10718 +18% 0.35 —16% 0.1 —20% 5 —153
+20% +20% +189
Versal 26x 1077 220% 0.1 +50% 0.1 £50% 0.33 —51%
Cave

+129%



X_-Ray Induced TID Not Considered — Al Assisted

WKL)
= =
= S

({442

e T T W FuTFa W

Prod. Tier Tier-2 (Semiconductor) Tier-1 (ECU/Module) Tier-1 (EV Power) OEM (Assembly) OEM (Final Veh.)
Scan ) D!e-attach " PCB assemply « IGBT/SIiC voiding in « Battery cell alignment ) ng|§tlcs check
 wire bond * BGA solder joints * missing parts
Purpose . , . heavy copper modules | ¢ Structural welds " .
* packaging integrity * housing « "End of Line
Inspection : : : : :
Type High-res 2D / Micro-CT Automated 3D (AXI) High-Energy 3D CT Inline CT /2D Drive-through X-ray
Expected
Dose (per 1-10rad 10 — 200 rad 200 - 500 rad 50 — 300 rad < 0.001 rad
scan)
Eq”'i‘(’g‘;”t ™ 0.001-0.01krad 0.01 - 0.2 krad 0.2 - 0.5 krad 0.05 — 0.3 krad < 0.000001 krad

_SGS.



https://www.nordson.com/en/about-us/nordson-blog/test-and-inspection-blogs/x-ray-inspection-in-semiconductor-industry
https://www.nordson.com/en/about-us/nordson-blog/test-and-inspection-blogs/x-ray-inspection-in-semiconductor-industry
https://www.nordson.com/en/about-us/nordson-blog/test-and-inspection-blogs/x-ray-inspection-in-semiconductor-industry
https://www.technotronix.us/pcbblog/why-choose-automated-x-ray-inspection-axi-technology-in-pcb-assembly/
https://www.technotronix.us/pcbblog/why-choose-automated-x-ray-inspection-axi-technology-in-pcb-assembly/
https://www.technotronix.us/pcbblog/why-choose-automated-x-ray-inspection-axi-technology-in-pcb-assembly/
https://www.madoors.com.tr/en/product/auto-vehicle-car-tomography-appraisal-test-x-ray-automotive-auto-expertise-system
https://www.press.bmwgroup.com/global/article/detail/T0283263EN/computer-tomography-in-automotive-construction:-bmw-group-uses-x-ray-measurements-for-vehicle-analysis?language=en

— Known TID Effects on Semiconductors

= Degradation of IC
 Shifting threshold & increased leakage

+ Ex. Memory may suffer alter retention margins or latent
reliability impacts

« Tail bits fall out of spec driven device failure

+ Refresh time of tail bits may degrade beyond data sheet
spec due to charge leakage

« Thermal annealing can lead to “some” recovery — but
not total recovery

= Known failure at low TID

« DRAM* at 120 rad (0.12Gy)
* HBM anyone?

* |s 0.55% (5,500 PPM) acceptable for your customer?

Vendor Technology Failure Rate

Platform 120 Rad 480 Rad

A 0.18 <0.01% 0.6%

B 0.13 0.55% 7.8%
Cl 0.13 <0.01% <0.01%

C2 0.11 <0.01% 3.6%

0.13 0.13% 2.8%
E 0.13 <0.01% <0.01%
0.09 <0.01% <0.01%
ECC on

Device / Cell Type

Primary Radiation-Induced Failure Mode

SRAM / DRAM Increased standby supply current, data retention
failure
Flash Memory Charge loss in floating gate, erase/write timing

degradation

Analog / Mixed
Signal

Offset voltage shift, degraded signal-to-noise ratio,
"ghosting"

High-Voltage
Power

Decreased breakdown voltage, increased leakage

Advanced FinFET

Parasitic lateral conduction, subthreshold leakage




Steps to Take



Actions for Consideration - SER

Updating Appendix and Table information
 Limit alpha material problem to packaging
* Remove JESD89-2A — Refer to UG116 Foil vs Cave numbers
« Packaging to provide Alpha emissivity report is sufficient
« Remove >1Mb SRAM and DRAM note and allow tier-1/suppliers to work out necessity
 Flash, regular FF, MAC already proven to be significant contributors.
Addendum/Appendix on metrics/test programs/failures
» Accelerated NSEU test for general purpose IC
+ Recommend standardized test program and pattern (MCU, Al, memory)
* SER need to include failure information, especially SEFI

SGS



Actions for Consideration - TID

ltem to be added to AEC-Q100
Test Standard
« JESD22-B121
Process to track the accumulated dosage and data hand-over
 Starting from foundry, track and analyze.
 Validate dose tracking from machine vs part
Minimize effect
» Reduce exposure and/or adjust X-ray parameter

* Publish recommended guidelines

* 100 rad (0.1Gy)
« Ex. NXP AN13412, Renesas TID_QER_2310-009
* Avoid known vulnerability
* Reduced shielding: Memory-on-package, Thin package, direct-die
* Known technique
* Reduce dose: Integrated heat spreader, thick substrate SGS
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